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Wireless Controller Product Portfolio
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Scalability / Performance

Cisco 5500 Wireless Controller Features

� 8GB throughput –
cleartext and encrypted

� Up to 250 APs
� 50 AP concurrent 

upgrade / join

� 36,000 AP large mobility 
domain

� Cisco M-Drive 
Technology with 
ClientLink

� BandSelect
� VLANSelect

Enhanced Mobility Pay as you grow
� AP count upgrade
� Plus feature package
� Demo license

� Flexibility to invest as 
business needs grow 

� Investment protection
� Lower entry level cost
� Try and buy

� Wire-like performance 
for bandwidth intensive 
apps

� Reduced down-time
� Improved manageability 

– fewer controllers to 
manage

� Fast mobility handoffs
� Improved performance for 

802.11a/g
� Optimal RF and wired 

resource utilization
� Extensive client 

compatibility and 
predictable roaming
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Controller Comparison
5500 4400

# of Access Points Up to 250 12, 25, 50, 100

Throughput Up to 8 Gbps Up to 4 Gbps

Clients Up to 7,000 Up to 5,000
Concurrent AP 
upgrades/joins Up to 50 Up to 10

Network I/O Up to 8, 1 Gbps SFPs Up to 4, 1 Gbps SFPs
High speed I/O slot for 
future functionality Yes No
AP count upgrade via 
licensing Yes No
Functionality upgrade via 
licensing Yes No
Encrypted data link 
between AP and controller Yes No

OfficeExtend AP Yes No
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Industry’s Broadest Access Point Portfolio

Cisco Aironet 1140 Series Cisco Aironet 1250 Series

Indoor and Outdoor

Carpeted environment
1:1 AP1130 replacement
Performance under standard 
802.3af power

Challenging environment
Versatile RF coverage with external antennas
Flexible power options for optimal RF coverage

Cisco Next Generation Wireless Portfolio

N ew!

Cisco M-Drive Technology

Diverse Deployment Options
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Full Performance
Power Injector

Full Performance
Local AC Power

1250 Power Options

Less Than Full Performance with Two Modules
Standard 802.3af PoE

Full Performance
Cisco Enhanced PoE

Aironet® 1250

Full 802.11n 
Requires More 
Than Standard 
802.3af Power 
over Ethernet
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Three PoE Modes Supported 
with 1250 AP 
� Enhanced mode use ~18.5 Watts config port for 20 Watt

3560-E Cisco IOS Version 12.2(44)SE
3750-E Cisco IOS Version 12.2(44)SE
4500E—X4648E , X4648+E Cisco IOS Version 12.2(44)SG
1250 injector

� Optimized mode 16.8 Watts
6500—X6148, X6148A , X6548 Cisco IOS Version 12.2(33)SXH2
PoE daughter cards: WS-F6K-48-AF, WS-F6K-GE48-AF

� 802.3 af mode 15.4 Watts
Any 802.3af switch
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Maximum Data Link Speed 
for Three PoE Modes

� Enhanced and optimized power mode deliver the same 
performance in 5 GHz because uses two spatial streams

� Enhanced and optimized power mode deliver same 
performance in 2.4 GHz for dense deployments

The difference is Optimized Max TX drops from 20 dBm with 
EPoE to 14dBm with Optimized

2.4 GHz 
Mbps

5 GHz 
Mbps

Spatial 
Streams

Enhanced 
(18.5 Watts) 144 300 2

Optimized 
(16.8 Watts) 144 300 2

AF
(15.4 Watts) 72 150 1
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Access Point EOL Topics
� AP112x/121x/123x Series

EoS date: Jun 18th, 2009
EoSM date: Jun, 2011
Enhanced CTMP Program to migrate
Inter-release controller mobility in H-MR1

Trade-In Product Families Trade-To Previous
Std CTMP %

New    
CTMP %

10x0, AS-1200%, 112x, 1230 1130/1240 10% 15%

10x0, AS-1200%, 112x, 1230 1250/1140 10% 25%
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� Embedded AP in Cisco 890 series, factory option
Autonomous SW - 12.4(10b)JDA3
Unified Image 5.2 (Grgich Hills)

� 2.4 and 5 GHz 802.11n wireless with captive 2.4 & 5 
GHz Omni dipole antenna based on AIR-ANT4941

� Dedicated AP processor, memory, and Cisco IOS 
image

� Default Autonomous Mode, upgradeable to Unified 
mode (LWAPP)
Full compatibility with CUWN using WLC & WCS
Feature & roadmap parity with AP1250 
H-REAP mode support for Branch Office and 
Teleworker Solutions

Cisco 890 Integrated Services Routers   

For Small Office, Small Business, or Enterprise 
Teleworker

� Combines Internet access,  security and 
wireless services onto a single device 

� WAN/LAN Technologies 
– Fast Ethernet, Gig Ethernet
– ISDN for Primary or Backup 
– 802.11n WLAN and Unified 
Management

� Comprehensive Routing & Security
– Included as default Advanced IP 
Services

– IPSec acceleration: DMVPN, GET 
VPN, 

– Easy VPN
– Firewall, IPS, SSL-VPN
– Content Filtering (Licensed-based)

� Comprehensive Cisco IOS Routing, QoS
and network management

� Ease of Management
– Cisco Configuration Professional
– Cisco Works
– Unified Wireless Management

NewNew
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CISCO 890 Series

802.11n WLAN 2.4 
GHz & 5GHz
(Factory Option)

GE WAN  
FE WAN Console Port

Security 
Cable Lock

Reset Button

8-Port 10/100 
FE Managed Switch

Memory
Flash
Default: 128 MB
Max: 256 MB
DRAM
Default: 512 MB
Max: 768 MB
AXP Blade
512MB DRAM
1G Flash

Power
Connector

� Desktop Chassis with External Power Supply
� V.92 or ISDN Backup
� Two USB 2.0 Flash Memory or Security E-token
� Default IOS Advanced IP Services feature set

Power 
over 
Ethernet 
(4 Ports)

V.92 or 
ISDN BRI 
Backup

AUX
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Product Cisco 860 Cisco 880 Cisco 890
802.11 modes supported 802.11b/g/n 802.11b/g/n 802.11a/b/g/n (Dual Mode)

Antennas MIMO MIMO MIMO
Dual-mode antennas No No Yes 
Removable antennas No No Yes

AZR support Yes Yes Yes

Number of SSIDs and wireless VLANs 10/2 16/8 16/8

LEAP, PEAP, EAP-TLS, 802.1x, static and 
dynamic WEP, PSK, WPA, TKIP/SSN, MAC 

auth, survivable local auth, RADIUS 
Yes Yes Yes

WiFI and WMM Certifications Yes Yes Yes
Universal Client Mode No (Workgroup Bridge) No (Workgroup Bridge) No (Workgroup Bridge)

802.11 Bridging Yes Yes (autonomous) Yes (autonomous)
Autonomous/Unified Support Autonomous only Autonomous and Unified Autonomous and Unified

WAN options FE ADSL/G.SHDSL/FE/3G FE/GE

Management CCP, SDM, CLI, WCS CCP, SDM, CLI, WLC, 
WCS CCP, SDM, CLI, WLC, WCS

Availability Available today Available today Available today

Cisco Integrated APs in Next Gen ISR - Comparison
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802.11n
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802.11n Ratification

� Sept 11, 2009 final ratification
� Cisco helped standardization and rapid adoption of 802.11n
� 500K Cisco draft 2.0 802.11n enterprise-grade APs
� 800+ devices certified with draft 2.0 against AP1250 in the WFA test-bed
� Enhanced enterprise-specific scenarios tested with Intel, Apple, Nokia and others in Assurewave

Source: Dell’Oro Group, Q1CY’09

Draft 1.0 Draft 2.0 WFA 
Draft 2.0 
Inter-op

AP1250
ships

IEEE
802.11n
Standard
Ratified

May ’06 Mar ’07 Jun ’07 Oct ’07 Sep ’09

Draft 11.0

Sept ’08Jun ’09
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Goals of the IEEE 802.11n Standard

� Performance parity with 100 Mbps fast Ethernet
� Improved reliability
� Backward compatibility with A/B/G
� Improved immunity to noise
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What Does the 11n Ratification Mean?
� Barrier to adoption has been removed
� Final 802.11n is backward 
compatible with a/b/g and Draft 2.0

� WFA Grand-fathering existing products
� Draft 2.0 products are eligible to use 
the 802.11n logo without retesting

� No hardware or software changes required 
for Cisco Aironet 1140 and 1250 Series 
Access Points

� Zero mandatory features beyond draft 2.0
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Key Approaches 802.11n 
Uses to Improve Performance
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MIMO (Multiple Inputs Multiple Outputs) 
� 802.11n it is mandatory requirement to have at least 
two receivers and one transmit per band

Optional to support up to four TXs and four RXs
� MRC—Maximum ratio combing
� MSS—Multiple spatial streams—spatial multiplexing
� BF—Beam forming 

Note: MIMO provides improvements for non-n802.11 clients *
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Comparing SISO and MIMO 
Signal Reception

� One radio chain
� Multipath degrades

� Three radio chains
� Multipath improves
� Better immunity to noise
� Better SNR than SISO 

D
S
PRadio Radio

Radio

Radio
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Illustration of Three Multipath
Reflections to SISO AP

Multipath
Reflections of 
Original Signal

Signal Each 
Antenna Sees 

Due to 
Multipath Effect

Radio Switches 
to Best Signal 
with Least 

Multipath Effect

Radio
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Illustration of Three Multipath
Reflections to MIMO AP with MRC

The DSP Adjusts 
the Received Signal 
Phase So They Can 
Be Added Together

The Resulting Signal 
Is Addition of 

Adjusted Receive 
Signals

Multipath Reflections 
of Original Signal

D
S
PRadio

Radio

Radio
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Introducing M-Drive with ClientLink
Beam Forming enhances mixed mode client performance
Challenge

Solution

� 11ag clients consume valuable “airtime”, limiting 
performance in mixed mode client environments

� Client refresh cycles over 3-5 years 
� MIMO inherently only improves uplink performance

� Beam forming focuses signal exclusively to each 
standards based 11ag client
–Up to 65% higher throughput for 802.11a/g clients
–27% higher overall system capacity
–Reduces coverage holes in challenging RF 
environments

New !

802.11n

11n

11a

11g

11g

11n
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802.11a/g

802.11a/g Client Connection Not Optimized, 
Creates Coverage Hole

802.11n

The Problem
Beam Strength Not Directed to Client
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802.11a/g Client Connection Not Optimized, 
Creates Coverage Hole

802.11n

The Problem
Beam Strength Not Directed to Client

802.11a/g Beam StrengthX
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Intelligent Beam Forming Directs Signal to 
Improve Performance and Coverage for 802.11a/g Devices

802.11a/g

802.11n

The Solution
Cisco Innovation: ClientLink
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Intelligent Beam Forming Directs Signal to 
Improve Performance and Coverage for 802.11a/g Devices

Beam Forming
802.11a/g

802.11n

Up to 65% 
Improvement

The Solution
Cisco Innovation: ClientLink
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Benefit #1: Higher Throughput 
per 11a/g Device

No Connection 
without 

ClientLink
Throughput vs. Distance

Test: 802.11a/g device with 802.11n network
Source: Miercom

Up to 65% Increase in Throughput
13.6%13.6%

87.7%87.7%
70.4%70.4%

89.5%89.5%
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Test: 802.11a/g device measured at 16 antenna orientations w/ 802.11n network
Source: Miercom

Benefit #2: Higher System Capacity

� Faster data transmission, less retries = more efficient use of RF 
channel.

� Faster 11a/g transactions opens airtime for 11n devices, providing  
them improved experience

Up to 27% Improvement in Channel Capacity

Channel Util of 74.2%Channel Util of 74.2% Channel Util of 45.2%Channel Util of 45.2%
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Benefit #3: Reduced Coverage Holes

ClientLink Disabled ClientLink Enabled

Lower Data 
Rates

Higher Data 
Rates

Source: Miercom; AirMagnet 6.0 Iperf Survey

Higher PHY Data Rates
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Benefit #3: Reduce Coverage Holes (Cont.)

ClientLink Disabled ClientLink Enabled

High Retry Rates Low Retry Rates
Source: Miercom; AirMagnet 6.0 Iperf Survey

Lower retry rates
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Beam Forming Enhancements
� Beam Forming will improve performance only when 
data rates begin to fall
–Translation: If the connection is already good (i.e. data rate 
of 54Mbps) there is no improvement

� Measureable advantages:
–Increased SNR at cell edges

–Increased downstream data rates at cell edges

–Increased downstream throughput at cell edges
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Essential Facts
� ClientLink only kicks in after the client’s RSSI falls 
below a certain threshold.
–For 802.11a, this is -60dBm or weaker
–For 802.11g, this is -50dBm or weaker

� Most benefits will occur when the client is ~40ft  or 
more from the AP

� ClientLink can beam form to up to 15 clients per radio
–Thus for a dual-band AP – up to 30 clients per AP
–When the beam forming table is full, the oldest client is aged 
out and replaced
–This is not the maximum number of clients per radio – that does 
not change
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WCS Update
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WCS’s Role in the Network
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Planning and Deployment
� Using WCS Planning Tool
� Setting up Network Elements via WCS

Controller Configuration Groups
Configuration Template LaunchPad
Controller Auto-Provisioning
Configuration Auditing Methods

� Provisioning Maps and Context-Aware Service



© 2009 Cisco Systems, Inc. All rights reserved. Cisco PublicBRKAGG-2011 36

Planning Tool—Customize Plan

Clicking an AP in 
the plan allows 
customization 
(added, deleted or 
simply modify 
properties) before 
a proposal may 
be generated

Default suggestions after running 
the planning tool present AP 
deployment choices and ability to 
switch between data and signal 
strength heatmap
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Maps Layout

Hierarchical Layout 
for easy navigation

Default View of Campus, Buildings, 
and Floors can be easily changed with 

the “Quick Filters”

Building view provides a quick glance 
in to floors’ status and alarm summary 

for easier troubleshooting

Adding Campus or Buildings are made easy 
with the drop-down menu actions through an 

easy wizard that walks you through 
provisioning floor plans and APs
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Maps Layout—Floor View

Quickly Add/Remove Layers that may be 
placed on the floor plan and heat maps
Mouse-over on objects on the map 
provides quick object summaries

Commonly used map actions are 
ever-present in icon format
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Customizing WCS Dashboard
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Quick Filters, Custom List Layout

Edit List Pages for content relevant to you

Use Quick Filters or Column Sorting to 
arrange information relevant to the task
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Client Troubleshooting—Examples
Identify whether the problem 

occurs at 802.11 or higher layers
Suggestions on where to look 
and how to potentially resolve 

the error condition(s)
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Client Troubleshooting—Examples 

Advance options are enabled in presence of 
CCXv5 clients. Additional analysis and 
messaging is possible provided client 
diagnostics is enabled on the WLAN

Analyzing logs from ACS and viewing latest 
client and AP events
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Voice Audit Tool
� Allows auditing current network configuration 
from a VoWLAN deployment perspective

� Use default rules and thresholds based on 
Cisco best practices

� Ability to customize the rules to match your 
network and requirements

� Provides a simple report with a list of 
configuration gaps
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Voice Readiness Tool—Example 

Simple, post-deployment tool to 
verify or correct AP deployment 
and provides a way to determine 
VoWLAN readiness by band, and 

RSSI cutoff values
© 2009 Cisco Systems, Inc. All rights reserved. Cisco PublicBRKAGG-2011 44
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Location Accuracy Tool—Example 

Determine Accuracy Probability, 
Correct Deployment

Test with Clients, Tags, 
Exciters

Schedule Accuracy Tests

© 2009 Cisco Systems, Inc. All rights reserved. Cisco PublicBRKAGG-2011 45
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Location Readiness—Example

Simple, post-deployment tool to 
verify or correct AP deployment 
and provides information on what 

areas are under the Cisco 
recommended estimates
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Mobility Services
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Wireless LAN Mobility Services
Security Guest Voice Location

�Guest networks 
for customers, partners 
and auditors

�Vendor replenishment 
networks

�Public access networks

�Automatic, 24 x 7 
security and compliance 
monitoring for breaches 
via wireless medium

�Network access control 
based on user location

�Asset management
�Location-based content 
distribution

�Streamlined workflow 
using historical location 
data

�Real-time mobile voice 
communications

� Improved collaboration 
via mobile unified 
communications

�Faster customer service 
response

Pervasive Wireless Network
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� CAS, wIPS & MIR can run concurrently on MSE 3310 
� CAS & wIPS can run concurrently on MSE 3350
� Scalability varies based on platform and services deployed  

MSE-3310
wIPS CAS MIR
1,000 1,000 TBD
2,000 0 TBD
0 2,000 TBD

MSE-3350
wIPS CAS MIR
0 18,000 N/A

1,000 12,000 N/A
2,000 6,000 N/A
2,500 3,000 N/A
3,000 0 N/A

Services on MSE
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Cisco 2710 Cisco MSE

Max. number of tracked 
devices

2500 (combination of tags 
and clients)

3310: 2,000 (up to 1K 
clients, up to 1K tags)
3350: 18,000

Client tracking engine Cisco Cisco

Tag tracking engine Cisco Partner (AeroScout)

Other services None
wIPS, MIR, future

(concurrent service support 
in v6.0)

Location tracking 
technology RSSI only RSSI, TDOA, wired, future 

technologies

Cisco 2710 vs. MSE
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Hardware: Cisco 2710 vs. MSE
� In both cases, 1U Linux-based appliance
� MSE based on multicore processors with additional 
memory to support multiple concurrent services 
(requires software release v6)
– MSE 3350: RAID 1 (in hardware)
– MSE 3310: RAID 1 (in software)
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Receive Signal Strength Indication 
(RSSI) Overview 
� Cisco RSSI-based location tracking solution based on 
“network-side” RSSI measurements

� Requires min. of three AP’s; optimal accuracy requires 
more than 3 AP’s

� Best suited for indoor office-like environments 
(carpeted, low ceiling, i.e. < 20 feet)

� Main factors affecting accuracy:
–AP density
–AP placement
–RF environment
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Time Difference of Arrival (TDoA) 
Overview
� Based upon relative differences in time measurement
� Requires clock synchronization at receivers, but not the 
mobile device

� Requires min. of three time-synchronized 
TDoA receivers

� Time for message to be received at different receivers 
is proportional to length of transmission path between 
the mobile device and each receiver
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Denial of Service

Denial of
Service

Service Disruption

The Wireless Threat Landscape
Attacks Across Multiple Vectors

MiTM/Honeypot AP
Hacker’s

AP

Connection to Malicious AP

Reconnaissance

Seeking Network Vulnerabilities

Hacker

Cracking Tools

Sniffing and Eavesdropping

Hacker

On-Wire Attacks Over-the-Air Attacks
Ad Hoc Wireless Bridge

Client-to-Client Backdoor Access

Hacker

Rogue Access Points

Backdoor Network Access

Hacker
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wIPS Component Functions
� wIPS Monitor Mode AP – attack 
detection (scanning at 250ms per 
channel)

� Controller – manages wIPS APs, 
forwards wIPS data to MSE

� MSE with wIPS Service – anomaly 
detection, attack archival and alarm 
aggregation

� WCS – centralized configuration and 
monitoring, viewing of wIPS alarmsMonitoring, 

Reporting
Monitoring, 
Reporting

Over-the-Air DetectionOver-the-Air Detection

wIPS AP ManagementwIPS AP Management

Complex Attack Analysis, 
Forensics, Events

Complex Attack Analysis, 
Forensics, Events

A P

WCS
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System Scalability

� Only one WCS can manage an MSE
� WCS can support a maximum of 3000 Access Points 
on a high-end server.

� An MSE 3310 running the wIPS Service can support an 
upper limit of 2000 wIPS Access Points.
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wIPS System Communications
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wIPS Alarm Flow

1. Attack Launched against ‘infrastructure device’
2. Detected on AP

–Communicated via CAPWAP to WLC
3. Passed transparently to MSE via NMSP
4. Logged into wIPS Database on MSE

–Sent to WCS via SNMP trap
5. Displayed on WCS
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wIPS—Example Alarm

� Click ‘Help’ for more info on the attack
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wIPS—Integrated Encyclopedia
� Available for each alarm
� Provides text and visual 
description of attack

� Provides potential 
remediation steps
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